PEKOMEHIAIIUN
0 nMpaBUJIax 0€30MaCHOr0 UCMOJb30BAHUNA KOMIILIOTEPHBIX
TEXHOJIOTHii, paCUYeTHHIX 0AHKOBCKHMX KapT, CONUAJIBHBIX CeTeil.

Pa3zpaboTanHbi€ ¢ 1IEIbI0 IPECEUSHUS PECTYIICHUH, COBEPIIAEMBIX C
UCIOJIb30BaHUEM MH(OPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX TEXHOJIOTUI Ha
TeppuTopuu r. JIanremaca XaHTbl-MaHCHUIICKOTO aBTOHOMHOT'O OKpyTa -
FOrps1, a Taxske 1t GopMUPOBAHUS y HACETICHUS KYJIbTYpbl 0€301acHOTO
UCIIOJIb30BAHUSI KOMITBIOTEPHBIX TEXHOJIOTHH, pACUETHBIX OAHKOBCKUX KapT,
COIMANIbHBIX ceTeit, pazpadboranubsie OMB/I Poccuu mo r. Jlanrenacy.
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PEKOMEHJIALIUUA
0 nMpaBMJIax 0€30IaCHOr0 MCI0JIb30BAHNSA KOMIIBIOTECPHBIX TCXHO.]'IOI‘I/Iﬁ,
pacquHbIX 63HKOBCKI/IX KapT, COIMMAJIbHBIX ceren

Ha tepputopun Xanrtsi-Mancuiickoro aBToHOMHOro okpyra lOrpel, B TomM uucie Ha
TeppuTopuu T. JlaHrenac oTMeyaeTcsi poCT COBEPUICHUS] MOIIEHHUYECKUX JICUCTBUIA B OTHOIIEHUU
TpaXKIaH T0J] BUJOM OKa3aHUS Pa3IMYHBIX YCIIYT, B TOM YUCJIE B OAHKOBCKOU cdepe, MoCpeCTBOM
MOOWIBHOU CBsi3M U ceTH « HTepHeT». 3a4acTyro MOTEpIEBIINEe OT MPECTYIHBIX MOCATATENLCTB
rpakJlaHe HE OCBEIOMJICHbI O BHOBb MOSBISIONIMXCS BUAAX U CIOCOOAX MOIIEHHUYECTB, BBHUIY
Yero He CIOCOOHKI B TIOJIHOK Mepe 00€3011acuTh ¢e0sl OT TAKOBBIX MOCATATEIIbCTR.

C uenpio TPEAYNPEXACHUS MPECTYMHBIX TMOCSATATeNIbCTB B OTHOIICHHHM T'PakJaH,
PacCMOTPHUM UMEIOIINUECS BUbI, CTIOCOOBI MOIIEHHUYECKHUX JICUCTBHH, a TAaK)Ke CIIOCOOBI M30€kKaTh
CTOJIKHOBEHHS C MOIIICHHUKOM.

MonieHHHYeCTBA, COBEpIIAeMbI€e C MCI0JIb30BAHNEM MOOMJIbLHOIO Tejie(oHa (3BOHKH):

1. 3BOHOK OT COTPYJIHUKA 0AHKA (COTPYIHUKA CIAVKObI
0e30nacHOCTH 0aHKA, GUHAHCOBOIO NOMOIIHUKA):
COTPYAHUKHN (PHHAHCOBO-KPEIUTHBIX OpraHU3aInii
HE OCYIIECTBJIAKOT 3BOHKH cBouM KiIHMEHTaM, a TaKXe

HE UHTEPECYIOTCS Ob UMEIOLIUXCSA Y HUX =8 ags_\

L]

BAHKOBCKUX KAPTAX, IEHEXKHBIX CPEJICTBAX, HE ‘\“
TPEEYIOT HA3BATH KAKHUE-JIMBO PEKBU3SUTHI
BAHKOBCKOW KAPTbI!

B cnyuae, eciiu Bam noctynuni 3BOHOK OT HEM3BECTHOTI'O JIIIA,
KoTopoe coobmaer Bam o Tom, uTo B oTHOmEeHNH Bac
COBepIIAIOTCS MOLICHHIUYECKHE AeHCTBYsL, Ha Bac odopmumu
KpemuTHoe o0s13aTenscTBO M nHoe, HEMEJIJIEHHO
I[NPEKPATUTE PA3I'OBOP, He HY»KHO BECTH THUAJIOT C
HEU3BECTHBIM JIUIIOM, €CIH Y Bac IMEIOTCSI COMHEHUS 10 TIOBOY
COXPaHHOCTH Bammix AeHexHbBIX CPEeNCTB U UX 0€30IaCHOCTH,
obpaTtuTech B oTneeHUe OaHKa SMHTeHTa Bameli 6aHKoBCKOM
KapThI WX K€ OCYIIECTBUTE 3BOHOK HA TOPSUIYIO JIMHUIO
(aboHEHTCKUI HOMED yKa3aH ¢ 00paTHOH cTOpoHbI Bameit
0aHKOBCKOH KapThl) IS ITOYICHUS OIPOOHOW HHPOpMAITHH.
HE COOBIIJAUTE PEKBU3UTHI CBOE1 BAHKOCKOM
KAPTBI, KAKHUE-JIMBO I[TOCTVYIIAIOIIMWE KOA-ITAPOJIN,

2. 3BOHOK OT COTPY/IHHKOB _ NOJHWIHH, TPOKYPATYPHI,

CICACTBEHHOr0 komurera, MODI[: ykasaHHbIE COTPYAHHMKU

HUKOT'IA HE BYJYT wuntepecoBathcss Bamumu ¢duHaHCamm,
A O0aHkoBckMMHU Kapramu. Takxke, corpynaukun HE TIPOCAT
- TPAXJIAH  OKA3ATb  COJEWCTBUE B  IIOUMKE
= MOIITEHHUKOB wnnu HemoOpOCOBECTHBIX COTPYAHUKOB OaHKa.
Ecim Bam mnmo3BoHMIM M COOOLIMJIM, 4YTO B OTHOIIEHHMH Bac
COBEpIIAIOTCA MOLICHHUYECKHE NeHCTBHS WM Bammmu JTUYHBIMU
naHHbIMU 3aBnazeno tperbe auno, HEMEJUUIEHHO TTPEKPATUTE
PA3SI'OBOP M OBPATUTECH B TMOJIMUIIUIO pmns yTo4HEHUS
naHHOW MH(opMaIHy.
3. 3BOHOK OT HE3HAKOMBIX JIFOJIel C HEN3BECTHBIX HOMEPOB, KOTOPbIE
coobmator Bam o ToM, yto Bam Gnu3kuii yenosek momnan B Oendy,
COBEpIIMJ TpPECTYyIUIEHHE, TMOoMajdl B OOJNBHHUIy W €My CpPOYHO
TpeGyercs ¢unancosas nomorns. HE JJAUTE CEBSI OBMAHYTh!
B naHHOW cHTyanuu OCYIIECTBUTE 3BOHOK CBOEMY OJIM3KOMY
YeNOBEKy, O KOTOpOM, BO3MOXHO, IINIa pedb, YTOYHHUTE
WHOOPMAITUIO O TOM, B IIOPSIIKE JIH OH.

Haunb6onee vacro MOIITHHUKHU UCITOJIB3YIOT ABOHEHTCKHUE HOMEPA
HECBOUCTBEHHBIE pernony XMAO-IOrpsl, a UMeHHO: a0OHEHTCKHE HOMEpA,
HauyMHaomuecs Ha +7 495%**; +7 499***,




MollleHHHY€eCTBA, COBepIIaeMble ¢ HCI0Jb30BaHUEM ceTh «MHTepHeT)

1. CoumanpHblie cetu. B ciywae, ecnn Bam 3HaKOMBINA/ONMHM3KUI YeTOBEK TOCPEICTBOM COOOIICHUS B
COLIMAIBHOMN CeTH MPOCUT Bac 00KUTh eMy JeHEKHBIE CpeACcTBa (B IOJT), OCYIIECTBUTE 3BOHOK JTaHHOMY
YEJIOBEKY ITOCPEACTBOM COTOBOM CBSI3W M YTOYHHTE, NEHCTBUTEIBHO JIM UMEHHO Bain 3HaKOMBIN/ONHU3KUi
yenoBek mnpocut Bac 00 omomkenun. B CIYYAE, ECJIM VKA3AHHGBIE JIEMCTBUS  BAII
3HAKOMBIH/OMu3kuii  demoBek He ocymectsisti, HEMEJUJIEHHO TIPEKPATUTE JUAJIOIT C
MOIIEHHMKOM U OCYIIECTBUTE BJIOKUPOKY KOHTAKTA 0T KOTOPOT0 MOCTYITHIIO COOOIICHUE C
Npocb0OH, Tak Kak BbIIEyKa3aHHbIEe AelcTBUA cBuAeTenbcTBYIOT 0 B3JIOME CTPAHMUIIBI B counanbHoOH
cetn Bamero 3makomoro/6muskoro uenoBeka, OBA3SATEJIbHO YBEJIOMUTE denoBeka, 9bs CTpaHHIIA
ObL1a B3JIOMaHa.

HE PABMEILNAMTE JIMYHBIE JIAHHBIE HA CTPAHUIIAX COIIMAJILHBIX CETEU, KOTOPBIMU MOT'YT
Bocrosib3oBarsest MOIIEHHUKHA!

IIpu mpocmotpe commansHbix ceteit HE TIEPEXOJIUTE T10 BCIUIBIBAIOIIWM CCEIHKAM,
PEKJEAMHLIM OBBABJIEHUSM, JaHHbIC CCBUIKH HAIpaBsT Bac sa MOIIEHHUWYECKHWU CAUT
JABOUHUK/ MHTEPHET-MAT A3WH/CAUT, COAEPXAIIIMHW B CEBE BUPYCHBIE YI'PO3EL

[Ipu ocymecTBneHnn 3aka3a B HWHTEPHET-Mara3wHe (CTpaHMIlA COIMAIILHOW CETH, BIIAJENel] KOTOpPOi
ocymiecTBiser mpomaxy ToBapoB), YBEJWUTECH, UYTO BJIAJAEJIBHEM I[AHHOI71 CTPAHUIbI
SABJIETCA HE MOIOEHHUK! B cmygae, ecnmu y wuHTepHer-marasmaa OTCYTCTBYET
IOPUJIMYECKUI  AZIPEC, OTCYTCTBYET MH®OPMAIMI O BJAJEJBIE JAHHOI'O
UHTEPHET-MATA3BUHA (nponasue), a taxxe ecau JJIS COBEPIHIEHUA 3AKA3A HEOBXOJAUMO
BHECTHU INOJIHYIO OIIJIATY 3A TOBAP — 3T0 cBHIETEIBCTBYET O TOM, YTO BIIAIENICI] TAHHON CTPAHUIIBI
MHTEepHET-MarasuHa Bo3Moxkno MOIITEHHUWK!

2. Murepuer caiitbl. HE OCVYIIECTBJISIMTE 3AKA3
TOBAPOB HA CAMTAX., KOTOPHIMU PAHEE Bbl HE
[OJIB3OBAJIMCE. B cioydae, ecin Bcé-Taku BO3HHKIA JaHHAS
HEO0OXOIMMOCTh, IPOUYTUTE OT3HIBLI O JAHHOM CailTe.

[Ipu ocyiecTBiIeHMHM MOKYNOK Ha caiiTe, KOTOpbIii paHee Bui
ncnionp3oBa, OBPATUTE BHUMAHWE HA AJPECHVYIO
CTPOKY CAWTA (https://***), B cnyuae, eciu B AJIPECE
CAWUTA MPUCYTCTBVIOT JIMIIHUE CHUMBOJIbIL, 5t0
cBugerensetByer o TtoM, uro_ JAHHBIA CAWT SBJISIETCS
JIBOMHUKOM o0pWrHHanbHOTO CaiiTa, Ha KOTOPOM paHee BbI
OCYIIECTBIISUIA MOKYTIKH.

[pumep:

https://www.tutu.ru/ (O®PUIUAJIBHBIN CAMT);
https://www.tu-tul.com (CAWT JBOMHHUK - MOLIEHHHUK).

3. UnTepHer miuatdopmbl s NPOAAKU/NIOKYVIIKU TOBapoB. B ciyyae, ecnu Brl ocyniecTBisieTe NOKYIKY
TOBapoB TocpenacTBoM uHTepHET Twiargopm «ABUTO», «¥OJIA» u uneix, HE [TEPEBOJUTE ABAHC
HOPOJABILY B cuer ommatsl ToBapa. B CJIYUAE. ECJIM TIPOJABEIl BAC TOPOIIUT C
I[MOKVIIKOW/OCYILECTBJIEHUEM IIJIATEXA, 5T0 MOKET CBHACTEIHCTBOBATH O TOM, YTO JAHHBIN
npomaBerr — MOIIEHHUK! HE MPEXOJUTE T10 CCBUIKAM, KOTOPBIE HAITPABJIAET BAM
ITPOIABEILI ot BUIOM CCBUTKH Ha TIEPEXOT I OIUIATHI TIOCPEACTBOM CEPBHCA OBICTPHIX TUIATEKEH.

B caywae, ecniu Bel ocymiecTBiseTe mpoaaxy ToBapa mocpeacTBoM HHTepHeT tuiarhopm «ABUTO»
«OJIA» u wunbix, HE COOBIIAMWTE IIOKVIIATEJIKO BAHKOBCKHWE PEKBU3UTHLI CBOEM
BAHKOBCKOWM KAPTBI mis ormarsl toBapa. HE TIPEXOIUTE IIO CCBUIKAM, KOTOPBIE
HATIPABJISIET BAM TTIOKVYITATEJIb o BUAOM CCBUIKM Ha MEPEXOJ JUIsl OTUIATHI MTOCPEICTBOM CEpBUCA

4. Meccenmxkepbl. B cnyuae, eciu Bam [HOCTYIIWJIO CMC-YBEJIOMJIEHHUE B kakoMm-mu6o
MECCEHJDKEPE OT HEM3BECTHOI'O OTIIPABUTEJIA, conepxamiee B cede kakyro-mub6o CCBIIKY
HE ITEPEXOJIUTE I10 YKA3AHHOWM CCBUIKE, BBHay TOro, 4TO OHAa MOXET COAEP/KATh BHUPYCHBIC
yrpo3sl (Bupycei-momienHukr). HE PEAT UPYWUTE ua nocrynaromue cmc-ysegomiieHuss o BbIMI'PAIITAX,
HEOBXOJMMOCTH MOJYYEHNSA KAKUX-JIMBO IIOCOBUH u uroe.

BCE YKA3AHHBIE JIJEHCTBUS COBEPIIAIOT MOIIIEHHUKH!




ByabTe OauTEeIbHBI K CBOMM (PUHAHCAM U PACNIPOCTPAHEHUIO MEPCOHAIBbHBIX
JTAHHBIX!

* CTAPAWUTECb WU3BECATH IUJTIATEXXEM B CETU HHTEPHET IIOCPEJICTBOM CBOEN
BAHKOBCKOW KAPTHI;

* HE OCVYIIECTBJUSIMTE IIOKYIIKM B CETM WHTEPHET HA IIOJO3PUTEJIbHBIX U
HE3HAKOMBIX CAMAX I10 «[TPUBJIEKATEJIbHBIM LIEHAM»;

* [IPEPBUTE PA3I'OBOP, ECJIM BAM 3BOHUT HEM3BECTHOE JIMIIO Y TOBOPUT C BAMU O
®NHAHCAX, UMEIOLIMXCS BAHKOBCKUX KAPTAX;

* HE [IEPEXO/IWTE I10 [TOJJO3PUTEJIbHBIM CCBIJIKAM;

* HE IIEPEUUCJISIWTE JEHEXXHBIE CPEJICTBA HA DJIEKTPOHHbIE KOIIEJIBKY, He y6eauBInch
B 6J‘IaFOHaI[e>KHOCTI/I KOHTpaFeHTa;

* HE COOBIIAWTE HE3HAKOMBIM mm MAJIOBHAKOMBIM JIMLIAM JIMYHBIE JAHHBIE,
KOTOpBIE B IabHEHIIIEM MOTYT OBITH HCITONIb30BaHBI Bam BO Bpey.

PACCKAXUTE OB YT'PO3E MOIIEHHUYECKUX JENCTBUI CBOUM
BJIN3KUM!



